Republic of the Philippines
NATIONAL POLICE COMMISION
PHILIPPINE NATIONAL POLICE
INFORMATION TECHNOLOGY MANAGEMENT SERVICE

Camp BGen Rafael T Crame, Quezon City
hitps:/fitms.pnp.gov.ph

MEMORANDUM
FOR :  See Distribution
FROM - D, ITMS
SUBJECT . Computer Security Threat Advisory: Final Warning Upgrade
DATE . March 15, 2018

1. References:

a. Attached Email received from pnp.gov.ph on March 15, 2018 at 1:34 AM;

b. Computer Security Bulletin CSB17-001 Phishing Attempt Threat Advisory:
“Mailbox Quota Exceeded” at www.itms.pnp.gov.ph;

¢. Computer Security Bulletin CSB17-008 Phishing Attempt: “CPSM Email
Attack” at www.itms.pnp.gov.ph; and

d. Section 4a {para 3 and 4) of Republic Act No 10175, also known as the
“Cybercrime Prevention Act of 2012.”

2. This pertains to a recent phishing attack via email sent by pnp.gov.ph
<ck3035@chowking.com> with the subject line “FINAL-
WARNING++++++++++++++++++UPGRADE.” The recipient will then be advised to
click a link to update their e-mail and will be directed to a fake website which will ask for

personal information.

3. In this regard, all PNP personnel, especially those who are using e-mail in
work-related activities, are advised to initially validate all incoming e-mails received to
avoid possible security breaches. Also, once a message is received with the same
description, immediately close the message, report it as a spam and inform {TMS thru
the following:

a. Telephone Number: (02) 7230401 local 4225; and
b. E-mail address: issditms@gmail.com.

4. For guidance and widest dissemination.

REN GARA
Poli ef Superintendent

Distribution:

Command Group
D-Staff

P-Staff

D, NSUs

RD, PROs

Copy Furnished:
ITMS Command Group
ITMS Division Chiefs




Ly ’
311412018 Zimbra

Zimbra wscsditms@pnp.gov.p:”

Re: FINAL-WARNING + ++ +++++++++++++++UPGRADE

From : pnp.gov.ph <ck3035@chowking.com> Thu, Mar 15, 2018 01:34 AM

Subject : Re: FINAL-
WARNING++++++++++++++++++UPGRADE

To : wscsditms@pnp.gov.ph

Hello wscsditms,
Your account will be disabled and blocked if not verified within the next 24 hours.
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